How Would You Rate
Your Company's

Network Security?



Gallagher, Flynn Will Use
An 8 Step Assessment
That 1s Risk Focused.

And Cost Free.

At Gallagher, Flynn we understand that "network security" can mean different things to different organizations,
and have developed an 8 Step Network Security Risk Assessment designed to provide you with a score,
assessment, and snapshot of your organization's security environment.

Each of the 8 Steps of the Risk Assessment process will focus on:

1. Defining the attribute to be measured
2. Identifying the risk of that attribute for your organization
3. Assessing the security precautions currently in place for that attribute

WHAT WE WILL DO: We will spend up to two hours on site assessing your security infrastructure through
our 8 Step Risk Assessment. We will inventory and assess the major security components we recommend
businesses to consider.

Specifically, we will:

1. Conduct an inventory of your current security solutions

2. Conduct a high-level assessment of how your current security solutions were
originally configured and are maintained on an on-going basis

3. Determine security risk tolerance of key decision makers

4. Develop Security Risk Report Card based on current security position
and tolerance for risk, specific to your business.



WHAT YOU WILL RECEIVE: At the end of our Risk Assessment, we will provide you with:

1. A SECURITY REPORT CARD: An analysis of 8 major security areas, providing you with a
score on each, and where your business is positioned relative to the risk tolerance.
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1. OPERATING SYSTEM SOFTWARE Some updates to the servers occur. No Create procedures and methods
Assessment of server and workstation 2 HIGH workstation updates occur. Need to con- to update servers and worksta-
operating system update policies and pro- duct updates to both servers and worksta- : tions on a regular schedule
cedures. tions on a regular basis (suggest monthly).
2. ANTI-VIRUS All servers and workstations are updated Ensure a server functions as the
Assessment of Anti-virus solution, and 2 HIGH automatically on a monthly basis. Suggest : focal point of downloading new
update and deployment policies and proce- workstations receive updates from server. virus signature definitions, and dis-
dures. tributes those to the workstations,

including those for remote users.

3. FIREWALL
Assessment of Firewall solution, rules, and
maintenance policies and procedures.

*Score

1: Does not meet recommended security measure
2: Nearly meets recommended security measure
3: Meets recommended security measure

2. A RISKASSESSMENT SNAP SHOT OF YOUR ORGANIZATION: A high impact heat chart
highlighting degrees of network security risk within your organization.
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3. GALLAGHER, FLYNN BEST PRACTICES SOLUTIONS: Recommended action steps
where appropriate for each security area provided by Gallagher, Flynn Technology Consulting

Division experts. i.e.:

“Design and implement a Virtual Private Network (VPN) to control access to network

resources from remote locations.”

4. PIECE OF MIND: An updated understanding of your current network security
environment and risk position.

To take advantage of Gallagher, Flynn's complimentary 8 Step Risk Assessment,
contact David Gadway at (802) 651-7220 or at dgadway@gfc.com.
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